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Risk management 
process

1. Risk assessment. Understand the risk 
2. Mitigations. Describe the necessary 

mitigations

3. System requirements. What you 
need to implement the mitigation

4. Monitor the risk. As the risk changes 
over time 

5. Re-evaluate. The necessary 
mitigations might change if the risk 
changes



RISK ASSESSMENT PROCESS



DESCRIPTION OF THE
TECHNICAL SYSTEM(S)

What method of data collection do 
you use for the risk assessment 
baseline?



AIR TRAFFIC INFORMATION

244

129

55 51
21

575

1039

799

603

488

587

703

830

762

613

700
727

841 815

597 577
530

451

288

0

200

400

600

800

1000

1200

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

M
ov

em
en

ts

Time of day (hours)

The movements over the time of day for August



Detected drones

Drone detections over one (1) month



Illegal operations

Drone detections over one (1) month

Drones detected with a high altitude. The 
detected drone flights with an altitude above 
400 feet are marked with orange tracks and 
orange starting points. The detected drone 
flights with an altitude above 500 m are 
marked with red tracks and red starting points. 
The remaining detected drones are marked in 
blue. The flight restriction zones are shown for 
reference.



Illegal operations

Drone flights within the FRZ over one month

Drone operations above 400 ft over one month

Drone operations above 500 meters over one month



Legal drone flights that could pose a risk to 
aircrafts

Terrain impact on drone operations related to aircraft operations



ICAO annex 14 surfaces potential 
legal penetration areas

Legal height penetration for the Annex 14 
surfaces. The Annex 14 surfaces that are 
outside the flight restriction zones are marked 
in blue. The orange areas outside the flight 
restriction zones mark where the distance 
between the terrain and the most limiting 
surface is less than 400 ft



Legal drone flights penetrating 
the annex 14 surfaces

Drones detected above the Annex 14 surface, 
outside the Flight Restriction Zones and below 
400 feet. The Annex 14 surfaces are marked in 
blue, and the Flight restriction zones are 
marked with yellow. The detected drones that 
are above the Annex 14 surfaces, outside the 
Flight Restriction zones, and have a maximum 
altitude below 400 feet are marked as red 
tracks and red starting points. The remaining 
detected drones are marked in blue. 



Division of drone
operations over a
day

Detected drone activity over the time of day. Each column depicts the 
number of detected drone flights starting in the given hour.



Drone flight duration for each drone class

Duration of detected drones over the time of day. Each column illustrates the duration of the detected drone 
flights within the given hour. Note: The durations are added for all the individual drone flights operating during a 
specific hour, so the total duration in some cases can be more than 60 minutes.



Distance from the airport

Duration of detected drones over distance to the Airport Reference Point (ARP). 
Each column shows the duration of drone flights within the given distance to the 
ARP, e.g. the column marked 5 contains the duration of drone flights with a 
distance between 4 and 5 km of the ARP



Drone flight distance
analysis

The drone flight distances. Each 
column represents the number of 
drones that have a drone flight 
distance in the given interval. The 
drone flight distance is defined as 
the maximum distance of any point 
on the drone track to the home 
position of the drone



UAS ACTIVITY in the Flight
Restriction zone (FRZ)

Drones detected in the drone flight 
restriction zones. The Aerodrome Traffic 
Zone (circle) and the Runway Protection 
Zone (above runway) are marked in blue. 
The detected drones within the zones are 
marked as red tracks with red starting 
points. The remaining detected drones 
are marked in blue. 



UAS ACTIVITY in the Flight Restriction zone (FRZ)

UAS activity within the FRZ and RPZ based on data sources the flights where registered from ground to 1650ft AGL: 

UAS activity outside the FRZ and RPZ above 400 feet based on data sources the flights where registered from ground to 
1525ft AGL



Annex 14 limitation
surfaces

Drones detected above the Annex 14 
limitation surfaces. The surfaces are 
marked in blue. The detected drones 
above the surfaces are marked as red 
tracks and red starting points. The 
remaining detected drones are marked in 
blue



Risk assessment 
model – Data 
foundation



Model (probability and severity)

The risk assessment is based on the 
data described above being applied 
in the model. The risk assessment 
model is based on a combination of 
probability and severity.



RISK MATRIX

In order to identify your risk, combine severity and likelihood results for 
each element 



Objective facts

- There were 10000 Aircraft operations, that equals to 345 daily average movements in February 2020 (see section 4). 
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Objective facts

- There were 10000 Aircraft operations, that equals to 345 daily average movements in February 2020 (see section 4). 

- At peak hour 6-7 AM there were 26,0 aircraft movements, that equals to one aircraft movement every 2 minute 18 seconds.

- There were 27 flights within the FRZ divided on 7 different drone ID’s (see section 6.4.1)

- There was one flight above 500 meters within the FRZ (see section 9.5)

- There were two flights between 400 ft and 500 meters in the FRZ (see section 9.4 )

- There were 16 drone flights penetrating the Annex 14 surfaces (some of these are also represented as flights within the FRZ) (see section 6.4.2).

- There were zero drones penetrating the AOC surface at Airport X (see section 6.4.3). 

- There were 149 individual drone flights (see section 5.2) totaling 212 minutes total flight time (see section 6.3.2) resulting in an average flight time of 1 minute and 25 
seconds.

- The highest probability based on the number of drones per hour vs. the number of aircraft movements per hour is 15-18 in the afternoon (see figures in sections 6.3.1, 6.3.2, 
and 4). In this period there is approximate 2 min between aircraft movements (based on air traffic information in section 4).

- Within a 20 km radius of the ARP there were 26 flights between 400 ft and 500 meters (1640 ft) (see section 6.1.1)

- 96% of all drone flights had a drone flight distance of less than 800 meters and 100% has a flight distance of less than 1600 meters. (See section 6.3.4)

- 70% of the time RWY 26 is in use (and 30% RWY 08). The detected drones in the FRZ are mainly to the north and west. Climb gradient is higher than descent. 

- There are areas where drone operators can fly legally and still penetrate AOC and Annex 14 surfaces as described in section 6.2 



Time and delays



TIME (DELAYS)
PROBABILITY
ASSESSMENT

Probability: When assessing the probability of a drone impacting the continuous operations at Airport 
X it is taken into account that during February 2020 there were drone flights within the FRZ, there are 
flights above 400 ft and up to 503 meters (1650 ft). Additionally, the average drone flight time 
compared to the peak movement operations justifies that there have been aircrafts operating within 
the FRZ at the same time as drones have been operating within the FRZ. The AOC surfaces had no 
detected drone penetrations. We are considering this to be relevant as the AOC surfaces also describe 
the minimum altitude of aircraft operations in the airport surroundings. Based on these arguments, 
probability is assessed to be occasional



TIME (DELAYS) SEVERITY
ASSESSMENT

Severity: In peak risk time periods, the airport is operating at close to maximum capacity. If the traffic 
is disturbed for 10-20 minutes the ripple effect will continue for hours. Considering an average 
movement rate of 30 aircraft per hour in peak activity periods it is our assessment that 50-100 
movements would be affected by a 10-20 minutes traffic disruption due to drone operations. This 
would lead to a low total of 7 hours and 30 minutes delays (average 15 minutes delay of 30 aircrafts) 
and a high total of 25 hours and zero minutes (average 15 min delay of 100 aircrafts). Additionally, this 
would result in subsequent delays on subsequent flights. This effect has not been quantified. As a 
consequence, the severity is assessed to be critical



TIME (DELAYS) SEVERITY
AND PROBABILITY
ASSESSMENT

The time risk is a combination of probability (Occasional) and 
severity (Critical) = High Risk



Cost



COST PROBABILITY
ASSESSMENT

Probability: The cost probability criteria is considered to be 
the same as in the section above (see section 8.2) probability 
is assessed to be occasional 



COST SEVERITY
ASSESSMENT

Severity: Direct costs arise in case of prolonged taxi time and holding. Indirect costs can include re-
routing passengers, crew and passenger accommodation, burned fuel replacement, contractual 
penalties, additional airport or air traffic control charges or loss of confidence and perceived damage 
to airline brand.  Even though it is hard to identify the exact monetary value of delays, the average 
cost of aircraft block (taxi plus airborne) for passenger airlines (USA) in 2017 was approx. €61 per 
minute (direct costs including labour, fuel, food, aircraft ownership, airport landing fees, insurance, 
utilities, interest) . Last, but not least, in case of delays passengers experience inconveniences, as well 
as direct and indirect costs, that might not be covered by airlines (to illustrate, average value of the 
passenger’s time is assumed to be approx. €43 per hour5). In case of a 10-20-minute disruption to air 
traffic this would lead to a low total of 7 hours and 30 minutes delays (average 15 minutes delay of 30 
aircrafts) and a high total of 25 hours and zero minutes (average 15 min delay of 100 aircrafts). 



COST SEVERITYAND
PROBABILITY
ASSESSMENT

The cost risk is a combination of probability (Occasional) and 
severity (Moderate) = Medium risk 



Life



LIFE PROBABILITY
ASSESSMENT

Probability: In case of impact on life (injury or death) we are no longer talking about an impact on the 
operations but an actual collision between drone and aircraft followed by loss of control and an 
accident. Therefore, the preconditions for the probability are not the same as in the case of cost and 
time. As a consequence, the probability should be assessed separately for this item. Considering the 
relatively short flight distance (see section 6.3.4) of the drones, the number of operations in the FRZ as 
well as penetrations of the ICAO annex 14 surface and AOC surfaces in combination with the fact that 
70% of approaches and departures are performed to RWY 26 (climb gradient is higher than descent it 
is our assessment that all aircrafts departing from RWY 26 would out climb the drones detected in 
February 2020. It is noted that legal flights potentially can penetrate protective surface in airport 
surroundings (see section 6.2) The probability is assessed to be seldom



LIFE SEVERITY
ASSESSMENT

Severity: According to the simulations presented in chapter 4 of technical volumes II [3] and III [4] in 
the UAS Airborne Collision Severity Evaluation , an airborne collision between a commercial transport 
jet and either a 1.2 kg (2.7 lb) quadcopter UAS or a 1.8 kg (4.0 lb) fixed-wing UAS at 250 knots may 
result in a damage severity level of medium-high (3-4) in the horizontal and vertical stabilizer, medium 
(2-3) in the leading edge of the wing and medium-low (2) in the windshield. Figure 28 illustrates the 
damage severity levels at different locations on the commercial transport jet airframe analyzed. Based 
on the mentioned study the severity assessment for a commercial jet depends on speed, position of 
impact, and battery type. For the purpose of this risk assessment the relatively low speed in 
connection with approach and departure is taken into account. The severity is assessed to be critical 



COST SEVERITY AND
PROBABILITY
ASSESSMENT

The cost risk is a combination of probability (Seldom) and 
severity (Critical) = Medium risk 



Describe the necessary mitigations for your 
airport based on the factual risk

Engage the local police 
to take action when…

1
Inform local citizens of 
restrictions via…

2
Divide airport area into 
areas depending on 
how critical they are
• Drone detected in zone A 

stop operations

3
Predict when drones 
will pose a high or low 
risk in order to

4



Based on the necessary mitigations create the 
operational requirements 

Airport B. Mitigations are necessary.

- The solution must be able to monitor changes in the risk

- The solution must be able to detect drones of xx size at xx distance

- The solution must be able to relay drone activity to mobile devices in real time

- The solution must be able to predict drone activity

- ….

Airport A. The risk is acceptable at this time.

- The solution must be able to monitor changes in the risk over time
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Risk assessment example can be found here (as pdf): 
https://ascendxyz.com/drone-risk-management/
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